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Abstract

The major cities of highly industrialized societies are the nodes that connect a mass network of critical

infrastructure services. Thus the cities themselves comprise the most critical infrastructure of the society.

The resilience and robustness of the infrastructure of cities is thus essential to their sustainability. Since

most of enterprises providing these services are privately or corporate owned and are highly competitive,

their drive for economic efficiency also tends to make cities increasingly vulnerable to three kinds of

disasters: technogenic, natural, and intentional. This paper explores the factors that govern the willingness

or reluctance of private and corporate owners of critical services to invest in catastrophic risk reduction and

the degree of public-private cooperation required to make cities more sustainable. Ultimately some changes

in the political relationship between cities and states and the national governments that exercise sovereign

authority over them will be required, as cities become the primary structure for the social and economic

lives of people everywhere.
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1. Vulnerability and Resources of Cities

The sustainability of cities is a critical question for contemporary societies. Despite the many

problems cities face, people and investment continue to stream into them. Cities are both the sink

for rural populations seeking opportunity and social services in the city and the source of new

wealth and creativity by educated and financial elites. It is commonplace to say that large cities

are ungovernable, too many potential victims in one densely populated area, inviting high-

consequences when the inevitable disasters occur. Growth and decay often outpace both

planning and investment. Yet cities are where resources of every kind may be found - levels of

skill and knowledge unmatched elsewhere. The leading institutions in education, research,
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medical care, and finance are found there. The factories and service companies that depend most

on skilled labor are concentrated in cities, ensuring that well managed cities can be economically

self sufficient. But unless the population can be assured a reasonably safe and secure life, no

amount of social services or economic resources would make life in the city sustainable.
2. Three classes of disasters

Big cities must be organized to prevent and respond to those disasters, large and small.

Traditionally these have been either natural disasters (hurricanes, floods, earthquakes, tsunamis,

etc.) or technogenic1 disasters resulting from human error and failing infrastructure. A third

category, terrorism, has grown in scale and in frequency that it must be considered as an

important additional threat to the sustainability of cities.

2.1. Natural disasters

Some natural disasters, especially hurricanes and typhoons, have the characteristic that, for a

given city, they may be frequent, spaced by only a few years, and to some extent predictable, so

investments in warning and preparation for response will be seen as politically and financially

justified. The re-insurance industry is often prepared to insure against such risks, and may have a

sufficiently sophisticated risk analysis to offer rates that depend on the location and quality of

protection built into the property. Other natural disasters, especially large earthquakes, tend to be

infrequent and unpredictable. They begin to merge with terrorism as a threat for which risk

assessment is not a sufficiently quantitative art to permit commercial insurability without

government participation.

2.2. Technogenic disasters

The Northeast blackout of electric power in 2001 is an example of a technogenic disaster - an

unintended (if avoidable) system failure in part of the nation’s infrastructure, caused by a fault

intolerant system design, aggravated by a poor management response to failure, exacerbated by

government regulatory policy combined with commercial competitive interests that impede the

levels of system restructure, training and disaster training that might otherwise have occurred.

Such technogenic disasters are the most ubiquitous and preventable disaster of the three. Yet

they tend to be increasing in frequency and scope as a consequence of competitive pressures for

elements of critical infrastructure to be more competitive. This trend will be discussed later in

this paper.

2.3. Terrorism

For most Americans, terrorism is seen as a new threat. In Europe and Asia such attacks have a

long history. A memorable example in England was the attempt by Guy Fawkes to blow up the

Houses of Parliament in 1602, leading to the British equivalent to American Halloween - Guy

Fawkes Day. What is new for Americans is the scale of damage and the degree of vulnerability
1 I am grateful to the Russian delegates to the NAS-RAS conference for this facile adjective to describe system failures

resulting from either poor technical design, poor management, or human error.
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demonstrated in the September 2001 attack on the World Trade Center, the Pentagon and the

failed attack on a target in Washington, DC. The political result in the U.S.A. is that terrorism is

the only type of high-consequence disaster that is receiving a full measure of national political

attention. However, even in the case of terrorism the national response leaves cities largely to

their own devices.

The Russians [1] and Japanese [2] have taken the view that this newest and most threatening

form of disaster - terrorism - should be considered an extension of the threats cities long ago tried

to prepare for, if they could. The largest cities, called “Megacities”2 differ from smaller cities not

only in their enormous size and high growth rates, but also in both the depth and range of their

resources and the complexity of assuring the reliable functioning of all the services on which the

city’s life depends. Cities do enjoy concentrations of valuable human and physical resources, but

while the natural disaster response capability is extensive in many large cities, it is often

insufficient to prevent wide-scale destruction and loss of life. In some large cities neither

resources nor political will are sufficient to make megacities significantly less vulnerable.

It is striking, for example, that New York City and Washington DC, by consensus the two

prime targets for Al Qaeda terrorist attack, have failed to organize even the most basic and

functional capability to respond to such an attack. In New York City the police and fire services

are even more at loggerheads over which group would have the primary role in response to a

disaster whose nature and cause are not immediately obvious. The District of Columbia

Emergency Management Center is in a glass-walled building with minimal resources, expected

to coordinate not only its own fire, police and other services, but also the emergency services of

two neighboring states and the seat of the Federal government.
3. Sustainability

For a city to be a viable place to live and work for hundreds of thousands or even millions of

people an acceptable quality of life and a sufficient economic base must be sustained.

Sustainability is clearly a loosely defined term, which must be evaluated in comparison with

alternative habitations, both more decentralized urban structures and rural life. Sustainability is

also seen in more ecological terms: can the city evolve and persist over time, depending

primarily on its own social and political structures, its infrastructure, and its economy? In short,

if Los Angeles is viewed as livable and reasonably self-sufficient today, will it still be so in

2055? Finally there is a dimension to sustainability that derives from the political economy

within which the city lives. Excepting a few states, such as Singapore and Brunei, where one city

is co-terminus with the state, cities are subject to the authority of the state and are linked to

national policies through flows of money, national regulation, and political realities at the

national level. In most democracies the net flow of funds between large cities and the national

treasury flow out of the city; it is a matter of debate whether the services the city receives in

return balance the account. But even if the flow of funds is negative, from the perspective of the

city, the services received must be approved by national representatives of the public. In almost

every democracy those representatives tend to favor rural interests. Thus another sustainability

issue must be addressed: is the political economy of the city sustainable over time? Will the

voters of the nation sustain their willingness to support, over many years, investments intended
2 The UN defines a “megacity” as a metropolitan area of more than 10 million inhabitants. The definition is quite

arbitrary, and is also ambiguous since one may draw the boundary of a metropolitan area arbitrarily as well.
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to reduce the city’s vulnerability to threats that are unlikely, and unpredictable even though there

is an enormous potential consequence?

4. Safety and Security as the Appropriate Policy Objective

The Japanese refer to the task of preparing for threats of all kinds of disasters as a program to

assure the “safety and security” of the population. Terrorism is rarely mentioned explicitly; it is

considered an important but unlikely threat which government must address, but preferably in

ways that do not unnecessarily frighten the public. This is an intelligent way to analyze the

problem for three reasons: The agencies and officials who are responsible for dealing with

earthquakes, fires, power blackouts, and riots must, in most cases, and will, if they are well

prepared for these risks, be substantially prepared for coping with terrorism. A second reason for

looking more broadly at safety and security, including terrorism as an extreme case, is that this

approach is more likely to permit an affordable and politically sustainable effort at dealing with

all disasters. A third reason is that when a disaster occurs in a large city, there is so much

interdependence of all the elements of the city’s functions that the consequences may be much

the same, regardless of the nature of the triggering event.

5. The Critical Infrastructure that Comprises a City

To assess a city’s sustainability we need to understand its vulnerability. Most of the national

studies of vulnerability to terrorism in the U.S. focus on the dependence of populations on the

correct functioning of many critical elements of infrastructure [3]. The concept of critical

infrastructure, what aspect of it was of primary public policy concern evolved rapidly after fear

of terrorism substituted the need for protecting infrastructures and studying them for their

adequacy and functionality. A Congressional Budget Office study [4] in 1983 identified seven

infrastructures: highways, public transit systems, wastewater treatment works, water resources,

air traffic control, airports and municipal water supply.

An important turn was made in 1996 with the establishment of the President’s Commission

on Critical Infrastructure Protection by President Clinton and chaired by General Robert Marsh.

The focus from now on would be the protection of the nation’s “critical infrastructure” rather

than its adequacy and physical conditions.

The extent and complexity of today’s infrastructures is astounding, both because of the high

level of efficiency they attain and the level of damage that a massive failure of those

infrastructures might cause. The widespread disruption of infrastructure services can have severe

consequences. While such incidents may be rare, they cannot be eliminated.

The Presidential Executive Order 13010 signed on July 15, 1996 recognized the growing

interdependence of large networks that were operated both by the public sector and by private

firms. It defined “infrastructures” as “the framework of interdependent networks and systems

comprising identifiable industries, institutions, and distribution capabilities that provide a

reliable flow of products and service essential to the defense and economic security of the Unites

States.” Among these, “certain national infrastructures are so vital that their incapacity or

destruction would have a debilitating impact on the defense of economic security of the Unites

States.” The break with the 1980’s definition lay in the list of the services comprising “critical

infrastructure”: from public operated infrastructure such as mass transit and many airports to a

broad mix of public and private operated ones such that telecommunications, banking and

finance, oil storage and transportation.
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The Commission’s final report released in October 1997 used the same definition of critical

infrastructure and classified seven sectors as critical sectors:

– Banking and finance;

– Electric power systems;

– Gas and oil production, storage and transportation;

– Emergency services;

– Information and communications

– Transportation

– Water supply system.

By 2002, this list had grown to 13, according to the report of the Department of Homeland

Security, [5] and included:

– Agriculture

– Food

– Water

– Public health

– Emergency services

– Government

– Defense industrial base

– Information and telecommunications

– Energy

– Transportation (people and product)

– Banking and finance

– Chemical industry

– Postal and shipping

Note that every large city is dependent for its functioning on every one of these 13 “critical

infrastructures” and a lot more. Cities depend on all elements of infrastructure functioning

because they are linked through mutual dependency. Without functioning systems for finance,

telecommunications, transportation, and energy the city cannot function. Indeed if one thinks of

each national element of infrastructure as a network of services operating out of nodes, most in

cities, the national system of infrastructure becomes a mesh network, and for every city it is a

critical multi-service node. Thus it would be quite reasonable to think of the cities themselves as

the most critical elements of infrastructure, while the links of the network constitute all the

subordinate services distributed out of those host nodes.

In that model, it is not realistic to limit the services linking the city nodes to a small number

like 13. Indeed, each time the government defines a list of critical infrastructures, the list grows

longer and longer3. This suggests that a thoughtfully constructed model of the economy of any

technologically sophisticated, free market democracy is needed that highlights the mesh network

of enterprises providing dozens of products and services that are highly interdependent. To the
3 In the 2003 National Strategy for the Physical Protection of Critical Infrastructures and Key Assets Office of the

President, 2003, page 7, the notion of “key assets” was introduced. Among these are “national monuments, symbols and

icons that represent our Nation’s heritage, traditions and values and political power....” These “key assets” are also

located primarily in large cities, adding to the list of targets to attract the terrorists’ attention.
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extent these interdependences look like externalities to the managers of each enterprise, and are

not fully under their control, the robustness of this mesh network becomes an unavoidable

concern for both service providers and users. In most cases enterprises cannot afford the cost of

providing backup capability, should a critical infrastructure link fail. The interdependence of

those infrastructure services also evokes the range of relationships between firms and

government. For if one unregulated service is dependent on a regulated one, the first is in effect

regulated as well. These public-private relationships range from government corporations such

as the post office, to private but heavily regulated enterprises like banking, telecommunications

and aviation, to largely self-regulated enterprises such as the chemical industry. Thus, because

competitiveness remains the primary criterion for private investment, and yet society has to be

protected against rare but high-consequence disasters, cities become highly dependent on

functioning public-private cooperation. If then, a city is to be modeled as a complex node linking

all the critical services of not only one city but of neighboring cities as well, its sustainability

strategy must address the technogenic and structural weaknesses of that system.
6. Private efficiency and public vulnerability4

There are economic theory reasons for believing that the integrity and robustness of the web

of critical services in a city may be becoming more, and not less severe, simply due to the

consequence of the pressures on the private sector to reduce costs and increase efficiency in order

to meet the prices of competitors, domestic and foreign. In the U.S., most of the facilities -

shopping malls, office buildings, theatres and factories, which are potentially the subject of

attack or natural disaster - are owned by private businesses5. Even though transportation

facilities - airports, bridges, dams, tunnels, etc., are typically owned by municipal, state, or

federal authorities, the planes, trucks, railcars and ships that use these facilities are owned by

private businesses. Private actors seeking to increase operational efficiency and become more

competitive may outsource, automate, or eliminate equipment or tasks perceived to be unduly

costly, or highly unlikely to be needed. Managers may instead increase network connectivity to

other critical infrastructures in the U.S. and abroad to reduce costs, may reduce redundancy of

critical facilities or decrease depths of protective “fire walls” to levels consistent with “normal”

levels of risk [6][7]. These actions may be aimed at realizing economies of scope, that is,

improving their performance by embracing a wider range of functions and opportunities in the

business. Other firms seek, through mergers and acquisitions, to gain economies of scale, on the

basis that a larger share of market will lead to higher levels of efficiency and competitiveness.

Many systems have become so highly efficient that little margin remains to mitigate the

consequences of a disaster. Highly automated food processing and distribution networks reach

thousands of markets in 24 hours. There is no way to sustain this production if the firms have to

substitute a more rigorous manual inspection on an emergency basis. Electric power distribution

systems have essential technical elements that cannot be quickly replaced. One example is the

single huge ultra high-voltage transformer at the primary distribution points outside many power

plants. Infrastructure systems may became more efficient when human operators are replaced by
4 This line of argument is being addressed in a book, with this working title, to be published later in 2006 by Cambridge

University Press, under the editorship of Philip Auerswald, Lewis Branscomb, Todd R. La Porte and Erwann Michel-

Kerjan.
5 In a report of the President’s Council of Advisors on Science and Technology, the private sector share of critical

infrastructure is estimated to be 85 percent.
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System Control and Data Acquisition (SCADA) software, but might be vulnerable to error or

deliberate corruption. Defenses against terrorism may be only one layer deep - a firewall, a

fence, or a handful of poorly armed guards. Such actions may be consistent with the normal risks

of core business operations and with both government regulations and identified legal exposures.

But in specific contexts, the same actions may also increase vulnerability of the general public

and users to infrastructure failure.

In all of these cases, private firms have found ways to reduce costs and improve service under

normal conditions. But, in so doing, they may have also made infrastructure services more

vulnerable to low probability events with potentially severe consequences. Athletic facilities for

100,000 persons, aircraft like the brand new Airbus 380 carrying up to 800 passengers, food

processing and distribution firms serving 25 percent of the national market, power distribution

networks serving a third of the nation’s population, cruise liners carrying 5000 vacationers are

only a few of the examples of how the quest for economies of scale induced by a highly

competitive market economy may amplify the consequences of a catastrophic failure in an

infrastructure system. Every city is a collection of such aggregation of risks. The World Trade

Center was a prime example of just that tendency to seek efficiency through aggregation of

capacity.
7. Amplification of system failures when one critical infrastructure fails.

As systems with broader functions and ever higher capacity are built, they often are more and

more interconnected. On the one hand, important progress has been made in engineering and

operations management to obtain better quality and robustness of large infrastructures as well as

just-in-time delivery. On the other hand, when these large-scale networks fail, the consequences

immediately affect a larger number of people and firms, as well as, by cascading effect, on other

networks. In other words, large networks induce large risks associated with their potential failure

to operate; large interdependent networks can have even worse consequences associated with

them. This cascading effect may be the unintended consequence of a technogenic failure in one

element of infrastructure service, such as telecommunications, or a major element of

transportation. The same may happen in a natural disaster which blocks streets and bridges

and takes out power and hard wired communications (and cellular telephones too, when their

towers are damaged)6. But a special vulnerability to terrorism is the possibility that the attack

may be designed to use one element of infrastructure failure as an amplifying effect on a quite

different type of attack. Thus a cyber attack on electronic data and telecommunications might be

launched a few minutes before a more conventional attack with large explosives, reducing the

capacity of a city to respond effectively.
8. How cities might manage their systemic vulnerabilities

Businesses providing critical services may not realize how their failure to operate could affect

a large number of services provided by others, often far beyond their first circle of direct users

(ripple effects). In the case of interdependent risks, it may be difficult to hold the failed service

business liable for the secondary damages that are incurred. The distinction between private
6 For this reason the Tokyo emergency services rely on high frequency radio communications in which each operator

has both transmitter and receiver.
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costs incurred by the firm and social costs (private costs plus cost incurred by others dues to

infrastructure failure) is important in that context.

At the federal level, U.S. experience shows that public-private partnerships to reduce public

vulnerability are almost as difficult, politically, as are appropriations or new regulations to

provide positive or negative incentives to private firms to reduce their most important

vulnerabilities to disaster. Consider then how much more difficult this will be for cities, whose

sovereignty is subordinated to that of their own state, which in turn is subordinate financially, if

not in legal authority, to the federal government.

Nevertheless, there are strategies the city can adopt, and policies it can urge higher levels of

government to pursue, that have some hope of being effective in reducing some levels of

vulnerability and doing so long enough to be considered sustainable. A recent paper explored

federal government options for a more sustainable reduction vulnerability to disaster than the

current stress on terrorism and the dominant threat [8]. The key to this approach is the

identification of strategies for vulnerability reduction that provide secondary (or even primary)

benefits to consumers and to the firm. Examples of civilian benefits that might result from such a

strategy in the U.S. are:

† The revitalization of the medical services for serving the normal health needs of

communities, with a focus on infectious diseases, providing a technical capability to

respond even faster and more effectively to natural biological threats such as SARS, West

Nile, and Monkey Pox viruses.

† A more effective inspection of items in the national food supply most vulnerable to

contamination, whether accidental or intentional, reduces the likelihood of food poisoning;

† Incentives for more decentralized and resilient sources of electric power less vulnerable to

regional failures, such as co-generation, which can reduce secondary consequences of power

failure;

† Legal and technical efforts to reduce vulnerability to hackers and cyber attacks on computer

networks, increasing the utility of those networks for all the essential uses they have.

All of these examples would be more effectively and more cheaply achieved as part of a federal

effort in which large cities had a specific role. But cities can take action, at least with cooperation

from their state governments, seeking tomake their city and state more attractive to investment and

to quality of life by increasing the efforts of critical service providers to ensure the robustness of their

services. At the firm level, there may be opportunities for a “dual benefit” strategy to minimize the

cost of improved assurance of service. The experience of many firms to the Y2k threat offers some

encouragement for this notion. Firms that took the opportunity to restructure their software systems

aroundmore robust and productive code that also eliminated the risks of Y2K problems often found

they paid for much of the cost through improved and reliable operations.
9. Governance of the city to increase safety and security.

Few cities are organized to address the critical infrastructure linkages discussed above, much

less to begin to restructure each of them to be more robust - a challenge for the federal

government. But when one thinks of the situation that exists when disaster has struck, it is

essential that a large city be able to marshal all the needed resources, both public and private.

One of the city’s greatest assets is the demonstrated willingness of the executives in the private

sector, senior government officials, and experts from the non-profit sector to respond with



L.M. Branscomb / Technology in Society 28 (2006) 225–234 233
imagination and willingness. However, to mobilize those resources there must be very careful

preparation. This includes:

† the identification of the most needed assets,

† determination of any legal or financial barriers to their immediate deployment,

† procedures for communicating needs and receiving commitments for response,

† management agreements for how such resources would be controlled, both tactically and

strategically.

These matters then need to be tested in realistic exercises, using a range of scenarios for the

circumstances of a high-consequence event.
10. Public Panic

Finally there is the critical matter of public reaction to such an event. The threat of social

violence is an urban phenomenon, of which the most extreme form is a panic reaction to

terrorism, where terror is actually the goal of the attack. Social unrest, and its extreme form,

terrorism, are very old threats to established societies. In the decade from 1989 to 1999 major

incidents of social violence took place in 34 major cities around the world, including some 15 in

the Middle East and Asia [9]. In recent years riots and social unrest has evolved from mobs

attacking governments to terrorists attacking aggregations of citizens, seeking to induce panic,

and its extreme form, terror. Experience shows that the best protection a city can have against the

panic of its citizens requires extensive preparation by the city to manage the crisis and equally

extensive preparation to inform the public in ways that earn the public’s confidence.

A frightened public is likely to have even less confidence in the information they receive from

officials than normal. The city must have the information and be willing to share it quickly with

the public. Since many disasters, especially during a sophisticated terror attack, involve complex

technical information, cities should identify credible technical experts in whom the public will

have great confidence and use them in advance to educate the public on disaster response.

One clear example of the need for credible experts to brief the public was the Anthrax attack

following the September 11, 2001 attack. An example of a need for public education today is the

public’s and sometimes official and media ignorance of the threat of a radiation dispersal weapon

(RDW) or “dirty bomb.” Most people are terrified of radioactivity because of its association with

the residue from nuclear weapons detonations. The public’s intuitive reaction to an RDW attack

is to run into the streets and try to leave the city. In most situations this is exactly what people

should not do. But howmany cities are prepared to provide the public all the verified information

as it becomes available and rely on the best experts to interpret that information and provide

guidance to the public?
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